Abstract-Medication errors are a leading cause of death worldwide and hospitals are continuously working on improving methods and strategies to prevent medication errors. Multi-morbidity patients who have more than one chronic disease for a long period of time are more likely to take several medications at once. Consequently, they are more vulnerable to drug interactions and drug allergies. In this paper we present a novel solution using a smartphone integrated with an NFC reader and an NFC application to detect and update drug allergies and drug interactions for people with multimorbidity during medication administration. The system was validated for performance precision, and computational and communicational costs in a lab environment.
I. INTRODUCTION
In 2007, at Australia's Prince of Wales Hospital, a 21-yearold leukemia patient died after being administered Vincristine instead of Vinblastine [1] . Moreover, the wrongly prescribed drug was injected into her vein instead of her spine. The tragedy, caused primarily by the similarity in the drug names, should serve as a wake-up call for health care teams worldwide, as the young victim was not the first nor has she been the last victim to die as a direct result of medication errors.
Medication errors lead to significant clinical and financial consequences [2] . Recent literature in health care quality and safety reveals a crucial statistic regarding preventable medication errors. The U.S. Institute of Medicine reported an estimated 44,000 to 98,000 hospital deaths per year are caused by preventable medication errors. Similarly, the Canadian Adverse Events Study reported an estimated 70,000 preventable medication errors, causing 9,250 to 23,750 deaths annually [3] . However, these numbers may be grossly understated, as more than 40% of medication errors are not reported [4] [5] .
A medication error can be defined as "any preventable event that may cause or lead to inappropriate medication use or patient harm while the medication is in the control of the health care professional, patient, or consumer" [5] . Medication errors can happen in any of the following stages: prescribing stage, which is done by a physician; dispensing stage, which is done by a pharmacist; administration stage, which is done by a nurse [6] [7] . Researchers show that the percentage of medication errors is highest in the administration stage, reaching up to 61% [5] [8] .
There are various types of medication errors that can occur in the medication administration such as known drug allergy and drug interaction. Researchers state that drug interactions and known drug allergies are serious types that substantially appear during the administration stage and lead to an adverse drug event (ADE). An ADE can be defined as "injuries that result from medication use" [5] . The occurrence of an ADE not only increases the length of a patient's stay (thus increasing care costs) but also leads to higher instances of mortality [9] . Research indicates that the occurrence of drug interactions ranges between 16.6 and 59.1 % of all ADEs [10] , and that a single case of drug interaction may cost the hospital up to $70,000 [11] . In addition, the drug allergies range from approximately 5 to 10% of all ADEs [12] .
Moreover, drug interactions and drug allergies increase when the number of medications being administered increases. Multi-morbidity patients who have more than one chronic disease for a long period of time (such as cancer, heart diseases, chronic respiratory diseases, diabetes, mental illness, and musculoskeletal diseases) are more likely to take several medications at once [13] [14] . Consequently, people with multi-morbidity are more vulnerable to drug interactions and drug allergies.
Medication errors can be prevented by developing and managing an efficient healthcare system integrated with technology. Recently, several wireless technology applications have been developed to prevent medication errors. Near Field Communication (NFC) technology, in particular, has been shown to improve the quality of health care and increase patient safety. NFC is a short-range radio communication technology that operates on the 13.56 MHz frequency with data transfers up to 424 kbit/sec. It has a powerful ability to identify and track objects such as patients and medications; its identification and tracking abilities give it significant potential especially in detecting drug interaction and drug allergy.
The main objective of this paper is to present a novel solution for the prevention of drug allergies and drug interactions by using a smartphone integrated with an NFC reader and an NFC application to detect and update drug allergies and drug interactions for people with multi-morbidity during medication administration. The system scope focuses on detecting a drug allergy or drug interaction; alerting the nurse, the physician, and the pharmacist; providing adequate information about the case detected; enhancing the communication among the treatment staff; updating the patient's health record in case of an unknown allergy or nonrecorded allergy that is detected by the nurse. The rest of this paper is organized as follows. In Section II we discuss the related work. Section III presents the system design of our proposed solution. Section IV analyses the result. Conclusion remarks are given in section V.
II. RELATED WORK
An overview of the current literature shows that the NFC's predecessor Radio Frequency Identification (RFID) plays a major role in controlling medication errors. Some researchers focus on the identification functionality of RFID to reduce medication errors. Yu et al. [15] present a wireless mobile multimedia system based on RFID technology that aims to reduce medication errors by avoiding the potential of patient misidentification during the medication administration stage. The nurse in this system uses a eBox II integrated with an RFID reader to read the patient's RFID tag to access his/her electronic health record where all his/her treatment details are stored [15] . Similarly, another study by Aguilar et al. [16] presents a model that uses an RFID technology to identify the patient to avoid serious risk to patient safety. The nurse uses an iPAQ pocket PC with a Windows Mobile 2003 platform that is integrated with an RFID reader to read the patient's wristband and access a summary of the patient's information.
Other studies combine RFID and barcode technologies to reduce medication errors. In Wu et al. model [7] , a nurse reads a drug's barcode with a barcode reader and a patient's RFID tag with an RFID reader. If the information in the patient's tag does not match the information in the drug's barcode, the nurse will be alerted. Research by Sung et al. [2] presents a similar system, Integrated Drug Information System (IDIS), which likewise aims to reduce medication errors. This system focuses on medication errors that occur in the medication administration stage. It uses a computerized drug cart in the patient's room that is equipped with an RFID reader as well as a barcode reader. The system has the ability to provide patient data, drug information, drug images, drug administration routes, and drugs interactions. This information helps the nurse to avoid medication errors.
Moreover, a study by Qin et al. [1] proposed a system for medication error using an RFID-enabled smart point-of-care medication process. This system concentrates on preventing medication errors that happen in the dispensing room where the nurse takes the prescribed drug. The drugs in this system are stored in locked drawers that can only be unlocked if the original prescription matches the drugs stored in that drawer.
Although the current RFID-based solutions improve the quality of health care, they also have barriers that make their application in hospitals a complex issue. One serious issue with applying RFID in hospitals is its lack of security and privacy due to its long-range communication. Patients and health care staff are highly concerned about this issue, which makes the reliability of implementing such a system very difficult. Electromagnetic interference is another challenge, as electronic medical devices may fail in the presence of a highfrequency RFID reader. In addition, even though researchers indicate that RFID can reduce costs related to medication errors, RFID infrastructure is itself costly. Furthermore, health care teams face usability issues when they deal with RFID system interfaces [17] [18] [19] [20] .
Unlike RFID technology, NFC has not yet played a large part in research devoted to medication error prevention at hospitals, perhaps because NFC-enabled smartphones were only recently introduced to the market [21] [22] . This is the main gap addressed in this paper, and the novelty of our application is it uses an NFC-enabled smartphone, which has an easy-to-use graphical user interface to streamline the process of preventing drug allergies and interactions without threatening the patient's privacy and security or causing electromagnetic interference with medical devices. In addition, its cost is lower than the cost of the RFID system.
III. SYSTEM DESIGN
In this paper we propose a system design for an NFCenabled smartphone application to detect and update drug allergies and drug interactions for people with multimorbidity. This application is intended for deployment in hospital patient rooms, to be used by nurses (end-user) when administering medication. It involves the patient, the nurse, the physician, and the pharmacist.
The system has been implemented using a Samsung Nexus S smartphone with an Android 2.3.6 platform, MIFARE Classic 1K tags, and a sample database populated with 10 patients' records and 30 medications.
A. Assumptions
The system design has the following assumptions:
• The five rights of medication administration, which are the right patient, the right dose, the right route, the right time, and the right drug.
• The patient is wearing a wristband integrated with an NFC tag that has a unique ID.
• The drug to be administered to the patient has an NFC tag with a unique ID.
• The wireless connection and the cellphone signals are available and reliable.
• The treatment team comprised of a nurse, a physician, and a pharmacist is available.
B. Function Analysis
As the end-user for the NFC application is the nurse, the application will be installed in the nurse's NFC-enabled smartphone. The application interface has two options that the nurse can choose from: Test or Update. Each option has its own function. The Test option leads to an interface that tests drug allergies and drug interactions, while the Update option leads to an interface that updates the patient's drug allergy record.
1) Test Function
The system in the Test Function works in three sequential phases; namely, reading tags phase; retrieving information phase; proceeding or sending alert phase. Each phase has its own function. However, these functions are connected to each other in a logical form. In other words, phase two relies on the output of phase one, and phase three relies on the output of phase two. a) Reading tags phase The reading tags phase is the starting point in the Test Function. This phase includes three main components: the nurse, the patient, and the drug. The patient is wearing a wristband that has an NFC tag with a unique ID that corresponds to information in the hospital database. Similarly, the drug has an NFC tag with a unique ID that corresponds to information in the hospital database as well. The nurse uses a smartphone that connects to the hospital database through a wireless connection. This smartphone is integrated with an NFC reader and has the proposed NFC application. The NFC application has the ability to do the following: read tag IDs (through the NFC reader) and send them to the hospital server (database); receive the response from the hospital server; and display the response to the nurse.
The nurse reads the patient's and the drug's NFC tag by using the NFC reader in the smartphone. The NFC application stores the patients' and drug's unique ID that has been read from the patient's tag. The nurse presses the button marked "Test" in the NFC application to send these two unique IDs to the hospital server to verify whether or not the patient is allergic to the drug or whether there might be a potential drug interaction. Figure 1 illustrates the workflow of this phase. 
b) Retrieving information phase
This phase starts immediately after the reading tags phase. It determines whether or not there was a drug allergy or drug interaction detected in the previous phase. It has two working sides: a smartphone side, which includes the NFC application, and a server side, which includes the hospital server and database. These two sides are connected by a wireless network.
The hospital server works as a link between the NFC application and the hospital database. The hospital database includes patient information, drug information, and drug interaction information. In this way, the hospital database works as a trusted source for providing the required data.
The hospital server receives the unique IDs and passes them to the hospital database to be processed. The hospital database receives the unique IDs and then runs queries (using the unique IDs as parameters). The queries scan through the hospital database (patient data, drug data, and drug interactions data) to check whether or not the patient is allergic to the given drug or if there is a potential drug interaction. Hospital database then sends the reply (result) to the hospital server. The hospital server receives the reply from the hospital database and analyzes it. In other words, it checks if the reply indicates a drug allergy or drug interaction, or if it is safe to proceed. Based on this analysis, it sends the report to the NFC application. Figure 2 illustrates the workflow of this phase. 
c) Proceeding or sending alert phase
As mentioned, in the second phase, the server analyzes the query results and sends the analysis to the NFC app. There are two potential outcomes: detecting a drug allergy/drug interaction, or safe to proceed (no drug allergy/interaction detected).
In the case of detecting a drug allergy/drug interaction, the server does the following in a synchronized manner: sends an alert message to the NFC application (to the nurse), sends an email alert to the physician and pharmacist, and sends a text message alert to the physician and pharmacist.
The alert message indicates a detected case of a drug allergy or drug interaction and displays the main information about the case detected. The information includes the name of the used drug recorded in the patient's history file, the name of the new drug, which is the prescribed drug, the classification based on the severity of this allergy, and a brief description about the case detected, so the nurse gets a better understanding of the patient's situation when he/she had this drug in the past.
The text message acts as an urgent alert, asking the physician and the pharmacist to check their email as soon as possible to obtain more information about the detected case. The text message includes the patient's name, so the physician will likely recognize the patient before he/she checks the email.
This email alert provides the same information that the nurse receives in the NFC application; however, it has more information about the patient's treatment team (nurse, physician, and pharmacist). Furthermore, it has the patient's file number, so the physician can access his/her file. The information sent to the treatment team helps them to better understand the detected case and the patient's situation, thereby enhancing the team's knowledge and leading to better decision-making with regard to patient safety. Figure 3 shows the workflow of this case. If the output indicates that no drug allergy or drug interactions have been detected, the server sends a message to the NFC application (the nurse only). This message informs the nurse that no drug allergy or drug interaction has been detected. The message then requests that the nurse administer the drug to the patient. No issues having been detected, the nurse can proceed to administer the drug without any harm to the patient.
2) Update Function
The NFC application also has the ability to update patient drug allergy information in the hospital database. This means that the application allows a nurse to update a patient's allergy information even during administration of a medication, if the nurse detects a new allergy by observation after administering the drug.
The Update Function works in two sequential phases namely, entering the patient's information, and posting the information in the patient's record at the hospital database. Although each phase has its own function, they are connected. In the first phase, the patient's and drug's unique IDs and a description of the observed allergy will be entered and then used in the second phase. In the second phase, the unique IDs and the allergy description will be posted in the hospital database. a) Entering the patient's information phase This phase is very similar to the reading tags phase in the Test Function, however, its purpose is different. The NFC application has the ability to read the tag's ID and allergy description, post them in the hospital server (database), and update the hospital database. The nurse reads the patient's and the drug's NFC tag using the NFC reader in the smartphone, and writes a description of the observed allergy case in the NFC application. The nurse then clicks the update button to send the unique IDs and the description to the hospital database to be posted there. Figure 4 shows the interface for the Update Function after entering the required information. 
b) Posting the information in the patient's record at the hospital database
The process for this phase is similar to the retrieving information phase in the Test function. That is , it has the same working sides -the smartphone and the server -as discussed earlier. However, in this phase, the NFC application does not use the unique IDs to retrieve information from the hospital database as it does in the Test function. Instead it uses them to post the allergy information in the right place at the hospital database. After the nurse hits the update button, the NFC application sends the patient's and the drug's unique IDs as well as the allergy description to the hospital server via a wireless connection. The hospital server receives the unique IDs and the allergy description and passes them to the hospital database to be processed. The hospital database receives the unique IDs and the allergy description and then inserts the information in the right place at the hospital database. Finally, if the database successfully updates, the Server sends a success message to the NFC application (to the nurse). Otherwise, it sends an error message.
IV. ANALYSIS AND DISCUSSION
The system was validated for performance precision (sensitivity, specificity, positive predictive value (PPV), negative predictive value (NPV), accuracy) as well as the computational and communicational cost for sending a text message (SMS) to physicians and pharmacists.
A. Performance Precision
Sensitivity is defined as the ability of an NFC application to correctly detect a drug interaction and drug allergy. Conversely, specificity is defined as the ability of the NFC application to correctly reject a drug interaction and drug allergy. PPV indicates the probability that, if a drug interaction or drug allergy is detected, it is a true detection. PNV indicates the probability that, when a drug interaction and drug allergy is rejected, it is a true rejection. Accuracy indicates the degree of proximity of drug interaction and drug allergy detection and rejection quantity to that quantity's actual true value.
A total of 30 drugs and 10 patients (each patient is taking 20 These numbers have been used for experimental purposes only; numbers 3 and 4 may not be applicable in a real-life scenario. Instead, they should be 0, because the nurse would not know if there is no recorded allergy, or an unknown allergy, or no tested drug interaction unless they were recorded in the hospital database. However, we assumed numbers 3 and 4 to show possible cases that our application cannot detect.
As mentioned earlier, we tested a total of 30 drugs with 10 patients, obtaining 300 results. From these results, we defined the values of expected and detected values as shown in Figure  6 . Then, accordingly, we calculated the sensitivity, specificity, PPV, NPV, and the accuracy for both drug interaction and drug allergy as shown in Figure 7 .
The NFC application performance shows satisfactory outcomes. A detailed examination of the results shows that he NFC application cannot identify a case that is not reported in the database, such as a drug allergy that is not recorded, an unknown allergy, or an untested drug interaction. We assumed an unrecorded drug allergy, an unknown allergy, and an untested drug interaction to show some examples that the NFC application cannot detect due to their absence in the database. Despite these limitations, the NFC application has the ability to identify every case that is recorded in the database.
B. Computational and Communicational Cost for Sending a Text Message
We evaluated the computational and communicational cost for sending a text message to the case physician and pharmacist by calculating the mean and the standard deviation. Specifically, we tested the time spent to send a text message at the IWK health center lobby during lunchtime. The IWK health center is a hospital in Halifax, NS, Canada that provides care to women and children. We used this busy time on the cellphone network to see how long it would take to send a text message in a worst-case scenario. The test was repeated 50 times using Bell Aliant cellphone service. The period of time required to obtain results varied slightly, with differences ranging from a few milliseconds to 12 seconds. The mean for time spent to send a text message was approximately 6.1008 seconds, while the standard deviation was approximately 2.1972 seconds. In addition, the minimum time spent to send a text message was 1.585 seconds, and the maximum time was 13.482 seconds. Figure 8 demonstrates the time spent to send a text message. According to the computational and communication cost results, we found that the time spent to send a text message may vary for any number of reasons, ranging from a busy cellphone network to availability of signals. Nevertheless, the results were quite acceptable, as it only took an average of about 6 seconds to send a text message to notify the case physician and pharmacist of a drug interaction or drug allergy. Even the maximum time required to send a text message (13 seconds) is ultra-fast compared to the current methods of notifying the physician (i.e., writing a report or making a phone call).
V. CONCLUSION
Drug allergies and drug interactions are serious problems for patients with multi-morbidities, and these errors usually happen during the medication administration stage. In this paper we propose a novel solution by using a smartphone integrated with an NFC reader and an NFC application to detect and update drug allergies and drug interactions for people with multi-morbidity during medication administration. This solution helps to improve patient safety by detecting medication mismatches before they happen. In addition, in considering differences in education and training levels, the application bolsters the treatment team's knowledge by providing important information about the detected case. It provides a better way of informing the physician in case of drug allergies or drug interactions by saving the nurse time and giving the right information to the attending physician and pharmacist. Furthermore, using NFC technology can prevent electromagnetic interference between the NFC reader and medical devices. For a nurse, using a smartphone to do these tasks is more convenient than using a PDA or laptop due to the phone's light weight and the nurse's familiarity with its use. Although NFC findings show promising results for real-life situations, it is still worth mentioning some of the application's limitations that we encountered while testing it in the lab. For example, it is difficult to eliminate some medication errors using the NFC application only, if the corresponding information is absent from the database.
In future work, we would like to apply the NFC application to detect and update information on drug allergy and drug interactions for people with multimorbidity during the medication administration stage in a real life scenario, to assess its functionality on a larger scale. We may also try an alternative way of connection such as a wireless ad-hoc network instead of a Wi Fi connection.
